FTI Fortify
Crisis and critical
event preparedness

Fortify

Whether you’re readying your business for potential crises in the
future or planning for an upcoming critical event, FTI Fortify – our
end-to end preparedness offer – will be able to assist you. Fortify
programmes support with risk mitigation, provide useful insights
and best practice, and enable you to prepare for and manage critical
events. We also collaborate with you to develop practical tools,
plans and processes to improve your operational and reputation
management.

2

Fortify
verb | ‘fɔː.tɪ.faɪ
t o make something stronger,
especially in order to protect it
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From cyber-attacks to litigation, and from regulatory threats to the leak of sensitive information,
the risks businesses face are broader than ever. Our recent Resilience Barometer research
highlighted that in the past year 86% of companies across the G20 have been negatively impacted
by at least one of 18 key scenarios most likely to impact turnover.
Yet companies are still remarkably underprepared. Just 4 in 10 large companies are very confident of their
ability to manage major crises over the next 12 months.
Through FTI Fortify, we help organisations prepare for future crises or for upcoming critical events.
Example crises and events we’ve worked on include:

Restructuring

Product failure / recall

Legislative change

Cybersecurity / data breach

M&A defence

Supply chain

Litigation

Drug approval

Court judgement

Diversity and inclusion issues

Parliamentary hearing / select
committee

Bribery

Regulatory change
Shareholder activism

Leadership transition
Service issues
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FTI Fortify
An end-to-end preparedness programme

1Audit
All organisations have
processes that are followed
in the event of a crisis or
critical event. For some
these will be formal crisis
preparedness plans, for
others they will be informal
escalation processes that
differ little from business
as usual. FTI is experienced
at auditing plans, processes
and capabilities, and also
benchmarking against best
practice. We also develop
bespoke plans and strategies
from scratch in collaboration
with our clients.

2 Plan
Developing practical
plans, processes, policies
and procedures forms an
essential part of preparing for
anticipated critical events and
unexpected crisis situations.
Our approach is to ensure that
plans are comprehensive and
relevant, yet also simple and
accessible.

3 Test
Our bespoke and authentic
simulation exercises stresstest an organisation’s people,
processes and plans. Our aim
is to replicate operational
and reputational challenges
through realistic content
and interactive roleplay.

Our simulation exercises are designed
to highlight process and capability
improvements that will strengthen
preparedness plans.

4 Enable
The responsibility for
managing crises and critical
events rarely falls to just one
or two people. When preparing
for anticipated or unexpected
events, it is critical to ensure
that people are equipped to
manage these situations.
We have a range of training
formats and tools that help
embed understanding across
an organisation, and ultimately
enable effective response.
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1 Audit
Whether preparing for a specific event or any future crisis situation, the first step of preparedness
is auditing existing processes and plans. Our audits are designed to identify issues and gaps within
the current preparedness processes. We then utilise these key findings to help shape the rest of the
programme. The audit should identify:
»» The level of awareness of and
familiarity with existing plans
and processes
»» Where structure and/or process
guidelines are lacking
»» Any gaps in response process,
i.e., where there are known
vulnerabilities or previous failures

»» The default approach (if not following
documented guidance)

»» The existing ‘crisis mindset’
(or lack thereof)

»» The internal level of comfort with
crisis management execution

»» Whether the organisation is prepared
to address certain threats

»» How threats and emerging situations
are being identified, evaluated and
categorised

»» The required organisational and
people readiness to manage crisis /
critical events effectively

»» Which specific threats are of
concern and highest priority from
a reputational perspective

»» Current knowledge, skills and
mindsets of key players

Our approach to unearthing this information is customised, but typically includes:

Interviews and focus
groups with key
internal stakeholders
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Benchmarking
current plans and
processes against
best practice

Assessment
of current crisis
management
capability

Review of informal
(non-documented)
internal processes

Development of a
gap analysis report

2 Plan
Each preparedness plan is unique. To be effective, plans must fit the organisational structure and be
relevant to the specific situation. In the case of a crisis management plan, the crisis management and
response processes must be designed to be suitable for any eventual situation. On the other hand, critical
event plans will likely be considerably more specific and response plans can be detailed to the minute.
»» Best-practice tenets and core
principles that lay a foundation
on which all decision-making
and execution is conducted
»» A conceptual framework that
establishes standard terminology
for various situations
»» Situation assessment framework
with defined levels of issues
(e.g. Gold, Silver, Bronze)

»» Response process flow charts
»» Escalation procedures

»» Stakeholder mapping and
outreach processes

»» Key contact details

»» Key messages, draft
statements and Q&A

»» Critical team formation
guidelines

»» A clear change management
methodology and toolkit

»» Checklists and tools to guide
strategy and decision-making

»» Awareness building and enablement
initiatives (e.g. workshops, how-to
guides, toolkits)

»» Event timelines

»» Roles and responsibilities
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3 Test: Fortify Simulation
Our bespoke and authentic simulation exercises stress-test an organisation’s people, processes and
plans. The aim is to replicate the operational and reputational challenges of a crisis or critical event
through realistic injects and roleplay.
Our simulation exercises can be used to stress-test your response teams by seeing how they respond to an unexpected crisis
situation or to provide a realistic drill for an upcoming critical event. Regardless of the requirements for the exercise, all our
simulations are designed to:
Highlight strengths and
identify vulnerabilities in
existing processes, plans,
structures and skills

Provide maximum realism
and participant engagement
through:
»» the development of
a bespoke, credible
scenario
»» authentic stakeholder
role-play
»» realistic news, blog and
broadcast injects
»» real-time share price
ticker reflecting
participants’ performance
»» fully interactive social
media feeds
»» replicating the
organisation’s email
network and corporate
website
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Deliver total privacy by
enabling the exercise to be
delivered through a secure
digital platform

Enable in-depth feedback
and analysis together with
actionable recommendations

Who?

When & where?

How long?

All individuals who would be involved in
managing a crisis or critical event.
Typically this might include senior
management, business continuity planning
teams, the communications function and
customer services.

Our exercises can be run in multiplelocations across different offices,
geographies and timezones. For critical
event drills and dress rehearsals, we
recommend that participants are located
where they will be on the event day itself
(as defined in the event planning
documents). For crisis simulation exercises,
there are advantages to having all the
participants together in one location as this
can improve team cohesion.

The majority of our simulation exercises
are half a day in length, but our exercises
can be as long or as short as required.

Pre-briefing

On the day

Post-event

FTI works with clients to develop realistic
and relevant crisis scenarios. We then
build your bespoke simulation platform
and content – including re-creating your
presence on social media channels, your
website and email network, and drafting
media and stakeholder injects

A typical half day crisis simulation exercise
will include:

FTI delivers an in-depth feedback and
analysis report covering recommendations
for process, policy and capability
improvements

»» Session briefing and platform
familiarisation (15m)
»» Live simulation (2h15m)
»» E
 xercise de-brief covering what went well
and areas for improvement (15m)
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4 Enable
Integrating the plans, processes and tools into the standard ways of working
for the key stakeholders will ensure the necessary organisational readiness to
execute swiftly and effectively when required.
Our interactive facilitated workshops and training and development expertise, help embed agreed plans
and processes across a much broader group of stakeholders.
We apply our expertise in learning and development to develop bespoke training programmes that build
capability, develop skills and entrench knowledge. Our toolkit includes:

»» Development of a bank
of practical guides, tools,
templates and pre-written
communications materials
to ensure plans are ‘ready
to go’
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»» Creation of community,
bringing together relevant
individuals to learn from
each other and share
knowledge, tools, templates
and ideas across the
business

»» Refresher workshops
for individuals involved
in managing a crisis or
critical event
»» Continuous improvement
of all materials in relation
to crisis and critical event
management

Fortify Workshop
With an emphasis on training and learning, our facilitated crisis workshops are focused on developing and
embedding best practice crisis management skills and critical-event plans. Participants work in teams to
handle the various phases of an emerging crisis with frequent breaks for facilitated discussion and learning.
Participating teams work together on our
interactive platform to respond to the unique
challenges posed during various phases of a
crisis or critical event.

At each stage, participants review and
compare their responses on-screen with
other teams; receiving instant reaction
and feedback.

Our interactive digital platform engages
participants as they respond to operational
and reputational challenges across various
phases of a crisis.

Who?

When & where?

How long?

Any group of participants who are hoping to
improve their skills and learn more
about best practice crisis management or
deepen their knowledge of critical
event plans and processes.

Ideally all participants should be in one
room so Fortify Workshops work well for
conferences, offsite meetings or department
away days.

Approximately 2 hours.

We have a number of ready-made workshops on
inclusion, reputation, and #metoo

13

Case studies

Preparing for a critical event:
Supporting a multinational pharmaceutical company
with a regulatory approval of a new drug
We were approached by a multinational
pharmaceutical company to support with
preparations for anticipated regulatory rulings
in the US, EU and Japan for its lead drug in
development. Our role involved auditing existing
plans – both for this series of critical events and
for past regulatory approval processes. This was
followed by the development of a comprehensive
suite of plans including an overarching
communications strategy, messaging and materials
to help guide the company through the approval
processes in the specified markets. Our work
also included helping the company scenario plan
for different outcomes including a rejection of the
drug which would seriously impact the valuation
of the business.
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FTI also developed a simulation exercise acting
as a dress rehearsal for the forthcoming US
Food and Drug Administration (FDA) Advisory
Committee. This exercise was conducted across
three markets and involved over 20 key internal
stakeholders within the business. FTI simulated
the pressure that the company would face during
the actual event – this including roleplaying media,
investor, employee, regulator, political, KOL and
patient stakeholders. Following the exercise, we
refined the plans reflecting the identified areas for
improvement. These plans were then rolled out to
key stakeholders internally.
Our rigorous approach to critical event
preparedness facilitated a much greater sense
of confidence and order throughout the various
regulatory rulings. The feedback from key internal
stakeholders on all elements of our programme
has been positive and has been cited as key to
mitigating the potential risks.

Crisis preparedness:
Establishing a consistent crisis
management process for a retail bank
A long-standing retail banking client asked for FTI’s
support with the development of its crisis plan.
Current processes and policies were split over a
number of different documents which varied from
business unit to business unit, and geography to
geography. As a result, there was considerable
confusion amongst employees responsible for
handling crisis situations – and an inconsistent
approach to crisis management.
Following a comprehensive review of the existing
plans and processes including interviews with
key internal stakeholders, FTI developed a new
master crisis management framework for the
bank. This framework provides guidance including
crisis assessment and categorisation, roles and
responsibilities, formation of key decision-making
bodies and escalation procedures. This framework
was stress-tested with the board and management
team as part of a data breach-focused Fortify
Simulation exercise. The three-hour exercise tested

the company’s strategic response to a large-scale
loss of customer data and involved responding to
media, regulator, investor, employee, political and
customer pressure.
To embed the crisis management framework
across the broader organisation, FTI supported
the bank with a series of Fortify Workshop
exercises which involved adapting the data breach
scenario for use in a facilitated, phased workshop
format whereby the focus for participants was on
upskilling and ensuring aligning with the crisis
management plan.
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Fortify

Contacts
Andrew Williams
Managing Director, FTI Consulting
andrew.williams@fticonsulting.com
+44 (0)203 727 1530
Jamie Bomford
Director, FTI Consulting
Jamie.Bomford@fticonsulting.com
+44 (0)20 3319 5589
fortify@fticonsulting.com

